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INTRODUCTION

NERC is in the process of developing mandatory compliance standards. An
important aspect of a standard is the measurement associated with the
standard, so as to determine if the appropriate entities are in compliance.
The Security Coordinator will be asked to have a more active role in
compliance monitoring. Therefore, they will require the necessary support
systems in place to effectively monitor and track current and historical
performance, plus the important aspect of looking at the near term behavior.
When completed, the ACE and AIE Monitoring System applications will
deliver wide-area graphic-geographic performance monitoring capabilities for
NERC Security Coordinators.

The ACE and AIE Monitoring Systems, using CERTS’ graphic geographic
visualization methodology, will assist to meet the NERC Operating Committee
and NERC Resources (old performance) Subcommittee’s need for identifying
Control Areas that cause large or long-term frequency deviations in each
NERC interconnection. These applications will also allow Security
Coordinators to monitor ACE and AIE performance and compliance for each
of their jurisdictions using the proposed wide-control-area visualization.



CERTS/NERC - ACE Compliance Monitoring System
Architecture and Data Flow Overview
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NERC Compliance Monitoring Systems
Functional Overview
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CERTS/NERC ACE Compliance Monitoring System
Functionality and Web-Base Visualization Very High Level Overview
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CERTS COMPLIANCE MONITORING SYSTEM (CMS)
VISUALIZATION INFRASTRUCTURE

Home Web Page

Introduction | Preferences
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NERC Compliance Monitoring System Visualization Overview -rev.0s.14.2k1

ACE
Home From the Home Page, the user will select one of p  AE
Page —» the Reliability Compliance Functions located in
the top right-hand side of the home page cps [(CPS& INAD .
NAD future functionality)

Intercunnec’tiunsl Feliahility Fiegions  Security Coordinators |CDntrDIAreas| RTOS' Preferencesl <

(Defaults to Security Coordinators Boundaries)

Next, the user will select one of the Reliability Organizations
running along the top left side

v ACE AIE |
. - | 10 Worst
10 Worst Global v AIE/L10
ACE/L10 —>  Local Right-click on panel bonthly Totals
Tracking to view functions View Data Daily Totals

Hourly

Diata Entry

v

Permance Monthly, Daily and Hourly

g Global 3D {Local 3D § Tracking 3D Performance Views each with:
Epsilon1 ACE/L10 ACE/L10 '
o » 3D Map

y _ Currently : Currently « 3-Panel Display
Interconnection === Monitoring Data = A_“—| Monitoring Data + 3D Replay

Boundaries, date/time selections are the same Enter Date/Time

All
Adjacentl

for Global, Local and Tracking for ACE and A >
for monthly, daily, hourly for AIE o2 ez 7600

Maonthly

or Monthly
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| Epsilonl - ACE/Frequency - CPS1/Frequency -
Daily Image Hourly Daily/Monthly "
Replay Cave Plot | Cave Plot

|Web Base Data Entry
Input data via web based
data entry




ACE COMPLIANCE MONITORING VISUALIZATION



Keyboard

TILT
Hold down the
<Alt> button, click
and move the
mouse to better
view the heights of
the regions on the
3D maps.

SELECT
Hold down the
<Ctrl> button and
click on one or
more areas on the
map to view their
particular set of
data.

ZOOM
Hold down the
<Shift> button,

Components
Execution Buttons
[E Main Functions

Zoom Buttons
Allows user to
zoom in to read
CA’s Name.

Preferences

allows the user to
customize the
application to their
liking.

Boundary Tabs
The Boundary Tabs
represent the
Reliability
Organizations Entry
Points

Control Areas

click and move the | DafesTime| 12/31/200017:00:00 OERiE leSUE‘BSt Cés | Map Display | < Main Panel
; CAres_Code [Entity_Mame [ACE_L10_Ratio [ACE 10min_swey [ACE_Prediction [ =
mouse to zoom In Select Boundary Tab and Lwoopera-q.wuan553Tumjt-u.¢ =6 2134 —
and out. use RMB to select drill || | Associated Electic Coopel-2.53862352941176E-02__|-1.079 217
[ |AEP American Electric Power Ci-1.86020439061317E-02__|-1.967 -0.38 . .
FUNCTIONS ph [ |aLTE Alliant East -3.39958875942426E-02__|-1.468 24.02 Dynamic Window
W h AL Ty Allimnt Yest -3 8R44A7G4376246E-03  |-0.495 .05 v Displays Raw Data
1ght-Click on the . .
g . in Real-Time
Main Panel to view
a menu of the Ellafsl . .
relevant functions. Local Action Window
—> .
Tracking

. Each bubble@ represents a Control Area. The Inner most color is the ACE. The outermost is the ratio ACE/L10 where
ACE / L10 > 1 Red, ACE / L10 < 1 Blue, and anything else = White.

. The Security Coordinators tab is the default display.



3D - Interconnections - Epsilonl - Global

Interconnedions] Reliahility Begions  Security Coordinators lCDntroIAreas] RTOS] Preferences]

Interconnection Map i
AlE
E on for Last 10mins P
INAD
DatefTimelm OveNlew]WorsthlestCAs Daily Interconnection kiap lDa\IyImage Dailly Plat | Replay Data
Interconnection [Expri0nt [
Currently Selected: > [E 8.72727272727273
Global ACE Monitorin T.’ 4.181818181815818
# T 11.2727272727273
s 7.63636363636364
. The height of the map represents the Epsilonl for each Interconnection within the last 10 minutes.
. The Data Tab marked “Daily Interconnection Map” displays each of the Interconnections with its Al
corresponding Epsilonl Adjacentd
. Select one of different Interconnections to inspect. Adjacent 1
. Right-click on the map and select from the pop-up menu All or one of the selected Adjacent options ~__2diacent2
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Daily 3D
Map

Epsilonl - Interconnections - Global Monitoring
Daily Interconnection Map (Epsilonl for 24hrs)

Interconnedions] Reliahility Begions  Security Coordinators lCDntroIAreas] RTOS] Preferences]

Daily Interconnection Map

Epsilion1 for 24hrs

Daily Image

Daily |
Date/Time | 1273172000 170000 Over\.ﬂew] Worst/Best CAS] Daily Interconnection Map  Ually Image lDallly Plot] Feplay Data

Date Time |Interc0nnecti0n | Hour |Epsi|0n1 | -

Currently Selected: [ [12/30/00 5:00:00 PM E 17 B —
Global ACE Monitoring | |12/30/00 5:00:00 Pt Q 17 4
Data [ [12/30/00 5:00:00 P T 17 11
| [12/30/00 5:00:00 PM W 17 7

12/30/00 £:00:00 P E 18 5 hd

Three Panels to choose from (right-click on any one to display in full screen)

Daily 3D Map for Interconnections Epsilonl (RMS value of 1-minute average for last 24hrs of frequency)
Daily Image displays Interconnections (x), Hourly rolling averages for each of last 24hrs (y), and Epsilon1(color)

Daily
Plot
Panel

Daily
Image
Data

Daily plot displays One Interconnection daily Epsilon (y1) and Interconnection daily Epsilonl for this and last year - seasonal (y2)

The Daily Plot Tab of the data window displays the dynamic data used to generate the Daily Plot Graph.

User can select an Interconnection for a given Hour from the Daily Image panel (by holding down the <Ctrl> button) and the data
for that Interconnection will be displayed in the Daily Plot Panel

11



Epsilonl - Interconnections - Global Monitoring
Daily Image Replay (Last 168hrs)

Interconnections } Relisbility Ragions Security Coordinatars I Caontral Areas I RTOs } Preferences }

Daily Image Replay
Date/Time ,m Ovemiew} ‘“Worst/Best CAs 1 Daily Interconnection Map I Daily Image ] Dailly Flot Replay Data.
| [Date_Time |Imerconnec1|0n | Hour |EpsMDn1 | = |

Currently Selected: [ [12/24/00 5:00:00 PM E 17 E] R e p ay
Global ACE Monitoring | |12/24/00 5:00:00 P a 17 4
[ [12/24/005:00:00 Ph T 17 12

et [__|12/24/005:00.00 PM W 7 7 Data

12/24/00 £:00:00 Phd E 18 ] hd

. The Replay feature displays the dynamic data graphically as it progresses through time.

. This Replay feature is available for any of the three panels (3D Map, Image, Plot) on the previous screen

. Default Replay is for the 3D Map

. For Global Monitoring, the replay feature is set for 168 hour span, 1-hour increments

. The Daily Image will change to show the status of the Interconnections for the given hour

. Click the Replay Button to begin.

. Select the Rewind button ™! first followed by the Play button ®] to start the Replay 12



ACE - Control Areas - Local Monitoring

Interconnedionsl Reliahility Begions  Security Coordinators |CDntr0IAreas| RTOS' Preferencesl

10 Max and 10 Min Control Areas i
AlE
L10 cps
INAD
DatefTimelm Owerview |YWaorst/Best CAs | Hourly Contral Area Map | Hourly Image | Hourly Cave | Replay Data
Carea Code Entity_Name ACE L10 Ratio ACE 10min_awg ACE Prediction -
Currently Selected: b [AEC Alabama Electric Coopera-4.67027715833068E-02  |-1.466 21.34 —
Local ACE Munitnring AECI Associated Electic Coope|-2.53882352941176E-02  |-1.079 21.74
Data AEF American Electric Power Ci-1.880204359061317E-02  |-1.987 -0.38
ALTE Alliant East -3.39958875942426E-02  |-1.488 24.02
AL T Aliant YWest -9.86448734376246E-03  |-0.495 1.08 ¥
This is a 3D Map where the Height of each area is proportional to the Ranking
(daily cumulative ACE/L10) A
Here, the user is able to select some or all of the control areas and a time boundary for the data. Adjacent 0
. . . . Adjacent 1
Right-Click on the map and choose from the menu All or one of the Selected Adjacent options. ——— S

When prompted, enter a Date/Time Boundary for the Data.

w. Date/Time %]

|1 243172000 17:00:00

Adjacent 2
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ACE - Control Areas - Local Monitoring
Hourly Control Area Map (Last Hour CPS1)

Interconnedions] Reliahility Begions  Security Coordinators lCDntroIAreas] RTOS] Preferences]

Hourly Control Area Map

Last Hou

Hourly
3D Map

Date/Time | 12/31,200017.00:00 Over\.ﬂew] Wiorst/Best CAS] Hourly Cantral Area Map

Hourly Image
Last fhrs

Hourly Cave
Last Hour: TEPC

l Hourly Cave ] Replay Data]

Hourly

Currently Selected:
Local ACE Monitoring
Data

Date Time [CAres_Code [ Howr [CPS1 [ -
[P |12/31/0011:00:00 Abd CIS0 11 34212 —
| [12/31/0011:00:00 A LOWPF 11 156.26
| [12/31/0011:00:00 A AZPS 11 116.44
| [12/31/0011:00:00 A P 11 146.38

12/31/0011:00:00 Akd TEFC 11 229,89 =7

. Three Panels to choose from (right-click on any one to display in full screen)
Hourly 3D Map for the last hour average of CPS1 for selected Control Areas, alarming those that are part of the 10 worst CAs
. Hourly Image displays the worst 10 Control Areas (x), the last 6 hours (y), and the hourly average of CPS1 (color)

. Hourly Cave displays Last Hour for selected CA-ACE (y1) and Frequency Deviation (1 Minute Resolution) (y2)

Cave
Panel

User can select a Control Area for a given Hour from the Hourly Image panel (by holding down the <Ctrl> button) and the data for
that Control Area will be displayed in the Hourly Cave Panel

14



ACE - Control Areas - Local Monitoring

Hourly Control Area Cave Plot Replay -
=] =
- ]
Interconnections I Relisbility Ragions Security Coordinatars I Caontral Areas I RTOs I Preferences I
Hourly Cave Plot Replay
& ]
12/31/00
16:00 1610 16:20 16:30 1640 16:50
_l I I I I
<+«— Replay
Controls
TIme LIne 16:00 1610 16:20 16:30 16:40 186:50
\ 12/31/00
? . 12/30/0 : ’ ) i i : 12731700
Date/Time ,m OvemiewI WWorst/Best CASI Hourly Control Area MapI Hourly Image | Hourly Cave Replay Data
C v Selected i Date_Time ICArea Code IFreq IACE =
urren elected: R o
Local ACE Monitoring | |_|1Z/23050 0P |aoes a0 001 LEH < Replay
Data | [12/23/00 5:02:00 PR AZPE 60.003 9.5931
gy Az 0 S - Cave
Data

. This Replay feature is available for any of the three panels (3D Map, Image, Cave) on the previous screen by right-
clicking on any of the panels and then clicking on the Replay button.

. Default Replay is for the 3D Map

. For Local Monitoring, the replay feature is set for 48 hour span, 1-minute increments

. The Hourly Image will change to show the CPS1 of the Control Areas for the last 48 hours
. Click the Replay Button to begin.

. Select the Rewind button ™! first followed by the Play button ¥ to start the Replay
15



ACE - Control Areas - Tracking

Interconnedions] Reliahility Begions  Security Coordinators lCDntroIAreas] RTOS] Preferences]

Currently Selected:
Tracking ACE Monitoring
Data

. ACE
10 Max and 10 Min Control Areas
AlE
10
L10 P
IMAD
tanthly Cantral Area M
Date/Time | 1273172000 170000 Over\.ﬂew] Worst{Best CAs  Monthly Lantrol Area Map lMDntthImage Manthly Cave | Replay Data
CAres Code [ACE _L10 | -
> |SOCO -0.9484053722 38087 —
L |CE -1.26227 251207272
| IO -1.034855267 32047
I -1.8131459655485
SOCO -0.7926111262612449 ¥

This is a 3D Map where the Height of each area is proportional to the Ranking

(daily cumulative CPS1 as % of threshold)

Here, the user is able to select some or all of the control areas and a time boundary for the data.
Right-Click on the map and choose from the menu All or one of the Selected Adjacent options. —

When prompted, enter a Date/Time Boundary for the Data, =Tkt

|1 243172000 17:00:00

16



Main
Map

ACE - Control Areas - Tracking
Daily/Monthly Control Area Map (CPS1 as % of Threshold)

Interconnedionsl Reliahility Begions  Security Coordinators |CDntr0IAreas| RTOS' Preferencesl

Monthly Control Area Map

Thres

:

VUL
1200
1201m

Monthly Image

Daily/

hanthly |
Date/Time | 1273172000 170000 OveNleleorsthlestCAs Manthly Contral Area Map  Monthly lmage | kanthly Cave | Replay Data

Date Time Cérea_Code Freq CPS1
Currently Selected: » [12/30/00 3:00:00 PM CIS0 600015 230.7609
Tracking ACE Monitoring 12/30/00 2:00:00 FM LODWF 600015 235.7651
Data 12/30/00 9:00:00 FM AZPS BO.0015 188.4485
12/30/00 2:00:00 FM PHM 600015 188.4548
12/30/00 9:00:00 P TEPC BO001E 188.474

Three Panels to choose from (right-click on any one to display in full screen)
Daily/Monthly CA 3D Map displays the Height proportional to Ranking (daily cumulative CPS1 as % of threshold)

Daily/Monthly Image displays Control Area(s) (x), Frequency Deviation (y) and CPS1 (color)

Monthly
Cave
Panel

Daily/Monthly Cave displays one Control Area’s daily Frequency Deviation (y1) and CPS1 (y2) for the given month (x)
User can select a CA from the Monthly Image panel (by holding down the <Ctrl> button) and the data for that Control

Area will be displayed in the Monthly Cave

17



- u--
ACE - Control Areas - Tracking ,
Daily/Monthly Control Area Cave Plot Replay - wm
el
Inlercnnnedmnsl Relisbility Regions Security Coordinators WCDntrn\Areasw RTOS} Preferen:esl = @
Monthly Control Area Cave Plot Replay ::EE
Last ? (1hr cPs
12/31/00 INAD
12/31/00 Back
| |« Replay
Controls
Time Line 19131700
\ 12/31/00
l l l IE«'IZ:E«'I:IIZI l l l WE.J'WIIZI.-‘DI:I . l . IZ;"IIE;'IZID l l l 12«'Z:ZI€1ZIIZI
Bty i ’m Over\:iew] Worst/Best CA‘.;} tdonthly Control Area Map} Monthly Image | Monthly Cave REP‘
C iy Selected: | |Date T\mg ‘CArea Code |Freq |CPS1 ‘ i
Teauking ACE Manitoring [ 1525000 A Acc e onisd Ta 21 < Replay
Data | [12/3/00 9:00 00 P AEC 59.99319 211.5596
ClrEmenmey—acc ey res . Cave
. This Replay feature is available for any of the three panels (3D Map, Image, Cave) on the previous screen by right- Data

clicking on any of the panels and then clicking on the Replay button.
. Default Replay is for the 3D Map
. For Local Monitoring, the replay feature is set for 48 hour span, 1-minute increments
. The Hourly Image will change to show the CPS1 of the Control Areas for the last 48 hours
. Click the Replay Button to begin.

. Select the Rewind button ™ first followed by the Play button ¥ to start the Replay
18



PRELIMINARY AIE COMPLIANCE MONITORING VISUALIZATION



AIE Default Display -

Imerconnecﬂons} Feliability Regions Security Coordinatars ICDntroIAreas} RTOSI Preferences}

ACE
Security Coordinators o
CPS
INAD
Date/Time [ 12/31/2000 17.00:00 Ovenview | Warst/Best CAs | Map Display
Cérea_Code [Peak_load [cPst [cPsz ]
Select Boundary Tab and [y [sFC 1737 173.28 98.17 7
use RMB to select drill || _|AECI 3282 168.82 93.95
path _|aEP 20404 161.92 93.1
|_|ALTE 2456 142,11 97.38
LT 3445 1328 95 hd

Each bubble@ represents a Control Area. The Inner most color is the AIE. The outermost is the ratio AIE/L10 where
AIE / L10 > 1 Red, AIE / L10 < 1 Blue, and anything else = White.

The Security Coordinators tab is the default display.

20



AIE - Performance Views
Monthly, Daily, Hourly

Interconnections | Relisbility Ragions Security Coordinatars | Caontral Areas | RTOs | Preferences |

ACE
Monthly On/Offpeak AIE Map o
A 10 O 100 to 500 cPs
INAD

B -100to 100
B -200 to-100 Repl

O 100 to 500
B -100to 100

W -200 to -100

O -500 to -200

i i Monthly On/Offpeak AIE M
Date/Time | 12/317200017-00:00 Ovemlewl “Waorst/Best CAs | AIE Fietap Monthly On/Offpeal ap | | Feplay Data
CArea_Code OnPesk_AE OftPeak_AIE =
Currently Selected: P [AEC 1.63070355555656 i ]
Monthly Totals AIE AECI 71.9266066888889 i]
Monitoring Data AEP -115.9258193777776 i]
9 ALTE 20.2496276GERBRE Y i]
LT 6325582 6EEREE 0 -

This is a 3D Map where the Height of each area is proportional to the Ranking

(AIE(s) as % of L10 at On/Off Periods)

This map is available in three different time variations: Monthly, Daily and Hourly.

The user can get view these maps by clicking on the AIE button in the top right hand side, clicking on Performance,
then selecting from Monthly, Daily or Hourly.

21



AIE - Monitoring Data = = .

Interconnectmns' Fieliahility Regions  Security Coordinatars |C0ntr0IAreas| RTOS' Preferences

Daily On/Offpeak AIE Map e ON/Off
A | if L1710 AIE Peak

CPs

AlE PieMap

INAD

Main
Map

Date/Time | 1273172000 170000 | Oveniew| Worst/Best Cas [

Daiky On/fOffpeak AIE Mapl I Feplay Data
CaArea Code Longitude Latitude Expr1 003 Exprl004 =
Currently Selected: P [£0A -117 96205 4887351 -442 5B -445 52 =
Daily Totals AIE AZPS 1127 343 2664.33 2708.68
Monitoring Dat BCHA -121 50.8 -232.36 247
onitoring Liata BPAT 22 46 73618 737738
CIS0 1208 361 -6422.04 6341 hd

. Two Panels to choose from (right-click on any one to display in full screen)
. Main Map is a 3D Map with Actual Interchange, Schedule Interchange and Inadvertent.
. Daily On/Off peak AIE Map displays AIE as % of L10
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AlE - Replay
Available for Performance & Data Views

Interconnections | Fieliahility Regions  Security Coordinators | Contral Areas | RTOs | Prefarences |

Hourly Control Area Pie Map Replay
Las
Date/Time | 12/317200017-00:00 Ovemiewl “Worst/Best CAs | AIE FieMap | Monthly On/Offpeak AIE Map e
| [Date_Time CArea_Code Longitude Latitucle Expr1004 Expr1005 =
Currently Selected: ¥ [12/26/00 3:00:00 PM AEC 875 31.3 198 192 = R |
Hourly Totals AIE 12/26,£00 &:00:00 Fi AECH E 365 -E15 A6 4 ep ay
A 1242600 8:00-00 Fi AEFP 815 404 578 -32
imfimiing st 122600 5:00:00 Ph ALTE -50.4 43.2 209 207 D
122600 5:00:00 Pt LTw KT 429 586 K - ata

. This Replay feature is available for both of the main AIE Functions, Performance and View Data by clicking on the
Replay button.

. For Hourly 3D Pie, the replay feature is set for 30 day span, 1- day increments

. Click the Replay Button to begin.

. Select the Rewind button M| first followed by the Play button ®] to start the Replay
23



AIE - Views of Input Data For Validation
Daily, Hourly

Interconnedionsl Reliahility Begions  Security Coordinators CDntroIAreasl RTOS' Preferencesl

AlE PieMap

O -
Date/Time | 12/31,200017.00:00 Werdew | ‘Warst/Best CAs | AIE FieMap | Monthly On/Offpeak AIE Mapl | Replay Data

Carea Code OnPeak AE Offfeak AIE -

Currently Selected: b |AEC 12.2977422222227 0 —
Monthly Totals AIE AECH 78.1940088555889 0
Monitoring Data AEP -23.2652177777778 0
9 ALTE 20.64658444444444 0

AL T 26 RZRIFRAREEA8Y ] >

This is a 3D Map with Actual Interchange, Schedule Interchange and Inadvertent.

This map is available in two different time variations: Daily and Hourly.

The user can view these maps by clicking on the AIE button in the top right hand side, clicking on View Data, then
selecting from Daily or Hourly.
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AlIE - Web Base Data Entry

AIE Web Base Data Entry

Select a Control Area |Alahama Electric Cooperative Inc. -

Date_Time |

Actual_Interch |

Sched_Interch |

BIP |

uIp |

Unknown |

Hourly_Avg Freq_Error |

Submit Guery | Resetl

This is a mock-up of the AIE Web Entry Form. The final version will vary.
From here, the user will be able to re-submit their raw data into the system.
There will also be a Web Form to handle Noncompliance issues as well as Disputes.
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